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Command Execution

SQL Injection

SQL Injection (Functional)
SQL Injection (Object-Oriented)
SQL Injection (Hibernate/HQL)
File Inclusion
Local File Inclusion

Remote File Inclusion
Cross-Site Scripting (XSS)
Weak XSS Validation

Hidden Entry Points
Web-Backdoors

Debug Parameters

NoSQL Injection

Unvalidated Redirects
Arbitrary File Manipulation
HTTP Response Splitting
LDAP Injection

XML External Entity (XXE) Injection
XPath Injection

Server-Side Request Forgery
Log Forging

Information Disclosure
Common Form Weaknesses

Weak Password Hashing
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